C ka>kAblM rogoM MOJIOAE€)XXU B UHTEPHETe CTaHOBUTCA
6osblue, a LWKOJIbHUKU OQHU U3 CaMbiX aKTUBHbIX €ro
noJsib3oBartenei. Mexxay TeM, NTOMMUMO OrpOMHOIr0O
KOJINYeCTBa BO3MOXXHOCTE, MHTEPHET HeceT U nNpo6nemsbl.
3Ta NaMATKa [OJI)XXKHA NOMO4Yb 6e30NacHO HaXo4UTbCA B CETMU.

KoMnblOTEpHbIX BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX
nporpamMmMm, OoT/INUNTENIbHON OCO6EHHOCTbIO KOTOPOM
AIBJZIAETCA CNOCO6GHOCTb K pa3MHOX>eHuI0. B gonosHeHue Kk
3TOMY, BUPYCbl MOTyT NOBPEeANUTb UK NOJIHOCTbIO
YHUUTOXUTb Bce paiibl U AaHHble, NOAKOHTPOJIbHbIE
noJib3oBaTesilo, OT MMEHU KoToporo 6bis1a 3anyLwieHa
3apaxeHHasa NporpaMMma, a Tak)Xxe noBpeamuTb WiN faxe
YHUUTOXXUTb ONEpaLMoOHHYIO CuUCcTeMy co Bcemu pannamm B
uenoMm. B 60nbLUIMHCTBE C/ly4YaeB PpacnpoCTPaHAKTCA BUPYCbI
yepes MHTEpPHEeT.

MeToabl 3aWMTbl OT BPeAOHOCHbIX NPOrpaMm:

1. Acnonb3yit coBpeMeHHble onepayMoHHble CUCTEMBI,
MMerLMe cepbe3sHbiii YPOBEHb 3aliuTbl OT BP€AOHOCHbIX
nporpamMm;

2. NocToAHHO ycTaHaBnMBaun nayTu (uncpoBble 3ansaTku, KOTopble
aBTOMaTM4YeCKMU YCTaHaABNMMBAKTCA C LieNnbilo JopaboTKM nporpaMmmbl) U
Apyrve o6HoOBreHNs CBOeU onepaumMoHHOM cucTteMbl. CKaumBaun nx
ToNnbKo ¢ ochuumanbHoOro canta paspabortumka OC. Ecnu cywectByeTt
pPeXumM aBTOMaTU4eCKOro oOHOBJIEHUS, BKINOYM €ro;

3. PaboTan Ha cBoeM KOMMNbIOTEpPE NoA NnpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. ATO He NO3BOJSIUT GOSILLUMHCTBY BPEeAOHOCHbIX
nporpamMm MHCTanNMpPoBaTbLCA Ha TBOEM MepcoHaribHOM KOMMbIOTEpPE;
4. Ucnonb3yu aHTUBUPYCHbIE NPOorpaMMHbIe NPOAYKTbI U3BECTHbIX
npouvsBoauTesien, C aBToMaTMyeckum obHoBreHnem 6a3s;

5. OrpaHnyb hnan4yeckum JOCTyn K KOMNbIOTEPY ANS NOCTOPOHHUX
numu;

6. Ucnonb3ywn BHewWHMe HocuTenn nHcpopmaumm, Takme Kak coneLuka,
AUCK Unu chamn N3 MHTepHeTa, TONbKO U3 NPOBEPEHHbIX NCTOYHUKOB;



7. He oTKpbiBan KOMMNbIOTEPHbIE pansbl, NONy4YeHHble U3 HeHaAeXHbIX
MCTOYHMKOB. [laxe Te drarnbl, KOTOpbIe Npucran TBOW 3HaKOMbIWN.
Jlyylwe yTOYHM y Hero, oTNpaBnAn Nin oH Tebe ux.

CETU wI-FI

Wi-Fi - 3TO He BMA nepeaaym AaHHbIX, HE TEXHOJOrNUA, a BCero nuub
OpeHA, mapka. Ewe B 1991 roay HugepnaHackasi KOMnaHus
3apeructpupoBana 6peHg "WECA", yto o0603Ha4ano cnoBoco4yetaHune
"Wireless Fidelity", koTopbi nepeBoauTtcs Kak "6ecnpoBogHas
TOYHOCTbL".

[o Hawero BpeMeHu golurna apyras abopesunarypa, Kotopasa ABnsieTcs
TaKOW e TexHonoruen. Ato abopesunarypa "Wi-Fi". Takoe HazBaHue
ObINy1I0 4aHO C HAMEKOM Ha CTaHAApPT BbiCLUeN 3BYKOBOW TeXHUKU Hi-Fi,
YyTO B NepeBoAe O3Ha4vyaeT "BbICOKaA TOYHOCTL".

[a, 6becnnaTHbIN MHTEPHET-AOCTYN B Kache, oTensx n asaponoprax
ABNSETCHA OTNNYHOW BO3MOXHOCTbIO BbiXOoAa B MHTepHeT. Ho MHormne
3KcnepTbl cUUTaKOT, 4TO obwenoctynHble Wi-Fi ceTn He saiBnsitoTcA
6e3onacHbIMMU.

CoBeTbl No 6e3onacHocTU paboThkl B obLwenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOK NNYHYIO MH(pOpPMaLMIO Yepe3 obLWeaoCTyNHbIe
Wi-Fi cetun. PaboTtas B HUX, XXenatefbHO He BBOAUTb Naponu AocTyna,
JIOrMHbI U Kakue-To HOMepa;

2. Ucnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpamMmbl U 6paHamayep.
Tem cambiM Tbl 06e3onacuwb cebs OT 3aKayku BUpyca Ha TBoe
YCTPOUCTBO;

3. Mpu ncnonbsosanumn Wi-Fi otkntoun cpyHkuumro "O6wmn gocrtyn K
c¢annam n npuHtepam”. [laHHaa pyHKLUMA 3aKpbIiTa NO YMOJN4YaHUIO,
O1HAaKO HEKOTOopble Noyib3oBaTesiM aKkTUBMPYIOT ee Ana yaobcrea
ucnosib3oBaHuUs B paboTte unu yyebe;

4. He ncnonb3yu nyonuunbin WI-Fl ona nepegayn nUYHbIX OaHHbIX,
Hanpumep ANA BbiXoAa B coumaribHble CeTU UMN B 3NTIEKTPOHHYHO
nouTy;

5. Ucnonb3ym TonbKo 3awmueHHoe coeauHeHue yepe3 HTTPS, a He
HTTP, T.e. npn Habope BeG-aapeca BBoaou MMeHHO https://;

6. B MoOunbHOM TenedoHe oTknoun hbyHkuuio "lMoagknroveHmne Kk Wi-Fi
aBTOMaTU4eckun". He gonyckam aBToMaTU4Ye€CKOro noaKkno4YeHus
yctpouctBa Kk cetam Wi-Fi 6e3 TBoero cornacus.



COUMANBLHbIE CETY I

CoumanbHble CeTU aKTUBHO BXOAAT B Hally XXU3Hb, MHOIMe noaun
paboTaloT M XMBYT TaM NOCTOAHHO, a B Facebook yxe
3aperMcTpupoBaH MUNNMapa YenoBek, YTo ABNAeTCA OAHOU ceaAbMOU
BCeX XuTteneun nnaHetbl. MHOrue nonb3oBartenu He NOHUMAKOT, YTO
MHdopmMauus, pasmMmelieHHas UMM B COUMaribHbIX CEeTAX, MOXeT ObITb
HaugeHa U UCnosfb30BaHa KeM YyrogHo, B TOM YuUcrie He 06s3aTenbHO C
6narumm HamepeHusMu.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B COUMaASIbHbIX CeTAX:

1. OrpaHnyb cnUcokK apy3sen. Y Teb6s B ApYy3bAX He AOJIKHO ObITb
CnyYamHbIX U HE3HAKOMBbIX INoaeun;

2. 3awmiian cBOK YacTHYIO XU3Hb. He ykasbiBan naponu, TenedgoHsl,
agpeca, AaTy TBOero poXxaeHus U Apyryro fIMYHY MHdopMauuio.
3N0oyMbILWIEHHNKX MOTYT UCNOSfib30BaTh AaXe UH(OpPMaLMIO O TOM, KaK
Tbl U TBOU poAUTENM NNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumwan cBoOKO penyTauuio - 4epXxn ee B YUCTOTE U 3anaBaun cebe
BOMPOC: XoTen Obl Thbl, YTOObLI ApYyrue NONb30BaTeNn BUAEnNu, YTo Thbl
3arpyxaewb? lNogyman, npexae 4YemMm YTO-TO ONy6NMKOBaTb, HaNUcaTb
W 3arpysuTb;

4. Ecnu Tbl FTOBOPULLb C NHOALMU, KOTOPbIX He 3Haellb, He UCMONb3yN
CBoOe peanibHOe UMS U APYryHo NIUYHYIO MH(hopMaLUN: NUMS, MEeCTO
XUTenbCTBa, MecTo y4ebbl 1 npouee;

5. U3beram pasmeweHus portorpacdhmmn B UHTEepHeTe, rae Tbl N3006pakeH
Ha MECTHOCTH, NO KOTOPOU MOXHO onpeaenuTb TBOe MeCTOMNOSOXEHME;

6. Mpun pernctpaumm B counaribHOU ceTn Heo6XxoaAUMO UCNONbL30BaTb
CIOXHble Nnaponu, coctosLme n3 6yks n LMcp U ¢ KONNYECTBOM
3HaKoB He MeHee 8;

7. Ana counanbHOM CeTU, NOYTbI U APYrMx cautoB Heobxoanmo
Mcnosnb30BaTb pa3Hble naponu. Toraa ecnu Te6A B3filoMaroT, TO
3M10YMbILUNIEHHUKMU Nosly4aT OOCTYN TONIbKO K OA4HOMY MeCTy, a He BO
BCe cpaasy.

QNEKTPOHHbIE AEHLM Ve

ANEeKTPOHHbIE AEeHbIN - 3TO O4YeHb YAOOHbIN CNOCOO NnaTexen, OAHAKO
CYLLECTBYHOT MOLUEHHUKUN, KOTOPbIe XOTAT NONYYUTb 3TN AEHbIU.
OneKTPOHHbIEe AeHbIV NOABUIIUCb COBCEM He4aBHO U UMEHHO U3-3a



3TOro BO MHOIMX rocygapcrBax 4o CUX MOpP He NPOMNMUCaHO NMpPO HUX B
3aKOHax.

B Poccuum ke oHn (pyHKLMOHUPYIOT U O HUX YK€ NPONMUCaHO B 3aKOHe,
rae ux pasgenstoT Ha HEeCKONbKO BUAOB - aHOHUMHbIE U He
aHOHMMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
pa3peluaeTcsa NnpoBoAUTbL onepaunmn 6e3 ngeHTucukauum
nonb3oBaTtens, a B HeAaHOHMMHbIX naeHTU(MKauma nonb3oBaTens
ABNAETCA 06sA3aTenbHOMN.

Takxe cnegyeTt pa3nnMyatb 3NEKTPOHHbIE (huaTHbIe AeHbIM (PaBHbI
rocyaapCTBeHHbIM BanioTaM) U 351IeKTPOHHbIe HednaTHbIe AeHbrn (He
paBHbl rocyAapCTBEHHbIM BankoTam).

OcHOBHbIe coBeTbl N0 6e3onacHoOn padoTe C 3NMIeKTPOHHbIMU
OeHbramu:

1. MpuBsAXKU K cHeTYy MOOUNBbHBLIN TenedoH. ATO caMbin YAOOHbLIN U
ObICTPbIN CNOCOO BOCCTAaHOBUTbL AOCTYN K cyeTy. [puBsA3aHHbIN
TenecgoH NoOMoXeT, ecnu 3abyaellb CBOM NflaTeXHbIW Naponb UNun
3aMaewb Ha CaUuT C He3HAKOMOro yCTPOMUCTBA;

2. Ucnonb3yn ogHopa3soBble naponu. Nocne nepexoaa Ha YCUNEHHYIO
aBTOpU3auUUIo Tebe yXXe He byaeT yrpoxaTb ONMACHOCTb KpaXu unu
nepexsBaTta nnaTeXXHoro napons;

3. Bbi6epu cnoxHbin naponb. lNpectynHMkam 6yaeT He NPoOCTo yraaaTb
CIOXHbIN Naponb. HagexHble naponu - 3To Naponu, KoTopble
coaepXxaTt He MeHee 8 3HaKOB U BKIIHOYAKOT B Ce06A CTPOUHbIE U
nponucHble 6ykBbl, LUpPbI U HECKOSILKO CUMBOJIOB, TaKMe KakK 3HaK
aonnapa, ¢pyHTa, BocknuuatenbHbIW 3HaK U T.n. Hanpumep, $tRONng!;;

4. He BBOAMU CBOM fIMYHbIE AaHHbIe Ha canTaX, KOTOPbIM He
AoBepseLlb.

QNEKTPOHHASA NOYTAR

ANEeKTPOHHas Nno4Ta - 3TO TeXHONOrna 1 npegocTaBnsieMble e YyCrnyru
Nno nepecbinKe U NOSTYYEHUIO 3NEeKTPOHHbIX COOOLLEeHUN, KOTopble
pacnpenensoTca B KOMNbIOTEPHOU ceTU. OObIYHO 3NEKTPOHHbIN
NOYTOBLIN ALWMUK BbIrMAAUT cneayowmMm obpasom:
MMS_nonb3oBaTtena@umMa_aomMeHa. Takke Kpome nepegayvum npocToro
TeKCcTa, UMeeTCA BO3MOXHOCTb nepeaaBaTb hannbl.

OcHOBHble coBeTbl N0 6e3onacHOn paboTe C 3NIeKTPOHHOU NOYTOM:

1. Hago BbIOpaTh NpaBUNbHbLIX NOYTOBLIU cepBUC. B MHTepHeTe ecTb



OrpoMHbIN BbIOOP 6ecnfaTHbIX NOYTOBbLIX CEPBUCOB, OQHAKO Nyulle
AOBEPATb TeM, KOro 3Haellb U KTO NepBbIW B PeUTUHTE;

2. He yka3sbiBan B IMYHOW NouyTe NIUYHYIO0 MHcpopmaumio. Hanpumep,
nyduwe BbIOpaTb "My3blkanbHbIM_daHaTt@" nnum "pok2013" BmecTo
"Tema13";

3. Acnonb3yn AByx3aTanHylo aBTopr3auuto. ATo Korga noMmMmo napons
HYXHO BBOAUTb KOZA, NpuUcbinaembin no SMS;

4. BbiGepu cnoxHbIW Naposb. [Ans KaXXaoro no4YToBOro flMKa AOKeH
ObITb CBOW HafeXHbIU, YCTOMYNBLIA K B3JIOMY Naponb;

5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOM JIN4HbIA BOMNpPOC,
MCNOJIb3yN 3TY BO3MOXHOCTb;

6. Ucnonb3yh HECKOSNbLKO NOYTOBbIX AWMKOB. MepBbLIN ANA YaCTHOM
nepenucku ¢ agpecatamMu, KOTOPbIM Thl AoBepsiellb. ATO ANTIeKTPOHHbIN
agpec He Hago UCNoNb30BaTh NPU perucTpauun Ha popymax u canmTtax;

7. He oTKkpbIBau hannbl 1 gpyrue BroXeHUS B NTMCbMax, AaXe ecnu
OHMU NMpPULWIN OT TBOUX ApYy3eMn. Jlyylue yTOUYHN Y HUX, OTNPABMANU NU
OHU Tebe 3Tn haunsbl;

8. Nocne okoH4YaHUs paboTbl HA NOYTOBOM CepBMUCe Nepes 3aKpbITUEM
BKNagKu ¢ CauToMm He 3abyab HaxaTb Ha "Bbiutu".

KWBEPBYIIIUHI WU BUPTYAJIbHOE
U3SOEBATEJIbCTBO

KubepOynnuHr - npecnegoBaHue COOOLWEHUAMU, COAEePKALNMMN
ocKkopb6neHus, arpeccuio, 3anyrmBaHue; XysiuraHcTBO; coumnaribHoe
GoMKoTUpoBaHME C MOMOLLLIO Pa3fINYHbIX UHTEPHET-CEPBUCOB.

OcHOBHbIe coBeThl N0 60pb6e ¢ KNGepOyNNMHIrom:

1. He 6pocancsa B 6ou. Jly4ywmm cnoco6: nocoBeToBaTbCH KaK cebs
BECTU U, €CIIN HeT TOro, K KOMy MOXXHO OOpaTUTLCA, TO BHavarne
ycnokonTtbcs. Ecnu Tbl HaYHewWw b OTBeYaTb OCKOPONeHnsaAMn Ha
OCKOpONeHus, TO TONbKO eLe bonblue pasoxkKelb KOHPIIUKT;

2. YnpaBnsin cBoen Kubeppenyrauueu;

3. AHOHUMHOCTb B ceTU MHUMasA. CylecTBYHOT CNOCOObI BLICHUTD,
KTO CTOMT 32 aHOHUMHbIM aKKayHTOM;



4. He cTouT BeCTn XynuraHckum oopas BUpTyanbHOMN XXU3HU. UHTepHeT
c¢hmkcupyeT BCce TBOM AeNCTBUSA U COXpaHAeT ux. Yaanutb ux oyager
KpanHe 3aTPyAHUTENbHO;

5. Cobnrogan cBoO BMPTYaribHYH 4eCTb CMonoay;

6. UrHopupyn eanHNYHbIN HeraTuB. OQHOpPa30BbIe OCKOPOUTENbHLIE
coobLweHunA ny4vwe urHopmpoBatb. OOGbIYHO arpeccusi npekpawjaeTcs
Ha HaYanbHOM CTaauMm;

7. BaH arpeccopa. B nporpammax oo6mMmeHa MrHOBEHHbIMU
COOOLWEeHNAMN, B COLMaNbHbIX CETAX €CTb BO3MOXXHOCTb GJIOKUPOBKMU
OTNpPaBKKN COOOLLEHNIN C onpeaeneHHbIX agpecoB;

8. Ecnu Tbl cBugeTenb kn6epobynnuHra. TBom AenNcTBUSA: BbICTYNMUTb
NpPOTUB NpecneaoBaTens, NokasaTb eMy, YTO ero AenUcTBuA
OLIEHMBAKOTCA HEraTUBHO, NoanepXaTh XXepTBY, KOTOPOW HYXHa
ncuxonornyeckasi NOMoOLLb, COOOLUTL B3POCHbIM O hakTe
arpeccuBHOro NoBeAeHUsi B CeTM.

MOBUIbHBIV TENEOOH

CoBpeMeHHble cMapTdOHbI U NiaHWeTbl coaepXxat B cebe BNonHe
B3pOocCnbIi (hyHKLMOHAN, N Tenepb OHU MOryT KOHKYpupoBaTb CO
CTauuMoOHapHbIMU KOMNbloTepamMu. OgHaKko, cpeacTB 3aUTbl ANA
NoAoOHbIX YCTPOUCTB MNOKa o4eHb Mano. TectupoBaHue U NOUCK
YA3BUMOCTEN B HUX NPOUCXOAUT He TaK MHTeHCUBHO, Kak ana MK, To xe
camMoe KacaeTcs U MOOUNbHbIX NPUITOXKEHUN.

CoBpeMeHHble MOOUNbHBbIE Opay3epbl yXKe NPaKTUYeCKU AorHanum
HacTONbHbIE aHaNoru, oA4HaKo pacwmpeHue (pyHKUMOHana BneyeT 3a
co6om 6onbLYH CNOXHOCTb U MEHbLUYHO 3aLULLEHHOCTb.

[aneko He BCe Npou3BOAUTENN BbINYCKalOT OOHOBIEHUS,
3aKpbliBaloLMe KpUTU4YeCKue ya3sBMMOCTU AN CBOUX YCTPOMUCTB.

OcHoBHbIle coBeTbl AnA 6e3o0nacHOCTU MobunbHoro tenedoHa:
Hudyero He ABnseTcAa no-HacToswemy 6ecnnaTtHbIM. Byab
OCTOpPOXEH, BeAb Koraa tebe npeanaraloT 6ecnnaTtHbIN KOHTEHT, B
HEeM MOryT ObITb CKPbITbl KAKMEe-TO NNaTHbIe YCIYyru;

Oyman, npexage 4em otnpaButb SMS, choto unmu Buaeo. Tbl TOYHO
3Haewb, rae oHU 6yayT B KOHEYHOM utore?

Heobxoanmo o6HOBNATL onepaluoHHYI0 CUCTEMY TBOEro
cmapTd¢oHa;



Mcnonb3yn aHTUBUPYCHBbIE NpOorpamMmbl ANA MOOGUNBbHbIX
TenedoHOB;

He 3arpyxai npunoxeHusi oT HEU3BECTHOro UCTOUYHMKA, Belb OHU
MOTYT coAepXaTb BpegoOHOCHOe NporpamMmMHoe obecrneyveHue;

MNocne Toro Kak Tbl Bblaewb C canTa, rae BBOAWUN JIUYHYIO
uHcpopmauuio, 3aMan B HaCTPOUKM Gpay3sepa u yaanum cookies;

Mepuognyeckn npoBepsAn, Kakme NnaTHble YCIyru akTMUBUPOBaHbI
Ha TBOeM HOMepe;

HNaBai cBor HoOMep Mob6unbLHOro TenedgoHa ToNnbLKO NAAM,
KOTOPbIX Thl 3Haellb U KOMY AoBepsiellb;

. Bluetooth nomxeH ObITb BbIKNKOYEH, KOrgaa Tbl UM He NOJib3yeLlbCA.
He 3abbiBan nHoraa npoBepsATb 3TO.

ONLINE WrPbI

CoBpeMeHHbIe OHNanH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLme
pa3BrieyeHus, o6 beaNHAOLWMNE COTHU ThICAY YeNOoBEK N0 BCEMY MUPY.
Urpoku uccnenyroT AaHHbIA UM MUP, OOLLIAKOTCA APYr C APYroMm,
BbIMOJSTHAIOT 3af4aHUA, CpaXarTCA C MOHCTPaMU U Nony4aroT onbIT. 3a
YAOBOJSILCTBME OHU NMATAT: NOKYNarT AUCK, ONSla4yuBalOT abOHEeMeHT
WUy NpuoodpeTaroT Kakue-To onuun.

Bce 3Tu cpeacTBa uayT Ha noaaepXaHue U pasBUTUE UTPbl, a TaKXKe Ha
camy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOpPU3aLnu,
BbINYyCKarOTCA HOBbIE naTtyu (uncppoBbie 3ansaTkyu AnsA nporpamMmm),
3aKpbIBalOTCSH YA3BUMOCTU CEpPBEpPOB.

B noao6HbIX urpax cTout onacaTtbCA He CTONIbKO CBOMX COMNEPHUKOB,
CKOJbKO KpaXXu TBOEro rnaporss, Ha KOTOpoM OCHOBaHa cucrema
aBTopu3auum 6onbLUMHCTBA UrP.

OCHOBHbIe coBeTbl N0 6€30MacHOCTU TBOEro UrpoBoOro akKkayHTta:

1. Ecnn gpyron nrpok BegeT cebs nnoxo nnm cospaet tede
HEeNPUATHOCTU, 3a0NTOKUPYN ero B CNUCKEe UrPOKOB;

2. Moxanynca agMMHUCTpaTOpamM Urpbl Ha NJI0Xoe noBeaeHue 3Toro
UrpokKa, XxenatenbHO NMPUNOXUTbL Kakue-TO AoKa3aTenbCTBa B Buge
CKPUHOB;

3. He ykasbiBan nu4yHyro nHcgopmauuio B npocanne nrpbl;



4. YBaxaun Apyrux y4acTHUKOB MO Urpe;
5. He yctaHaBnuBamn HeodmumanbHble NaTyn U MOAbI;
6. Ucnonb3yn crioXxHble U pasHble Naponu;

7. Daxe BO Bpemsi Urpbl He CTOUT OTKNOYaTb aHTUBMUpYC. [oka Tbl
urpaelub, TBOW KOMNbLIOTEP MOTYT 3apa3vuThb.

DULLMHI U KPAXA NTUYHbLIX OEHEM e

OOGbIYHOM KpaXxen AeHer U AOKYMEHTOB CerogHs y>xe HUKOro He
yANBULb, HO C Pa3BUTUEM UMHTEPHET-TEXHONOIMMN 35I0YMbILLSIEHHUKN
nepeMecTUsIUCb B MHTEPHET, U NPOAOKAKT 3aHUMATbCA "NOOUMbIM"
aernom.

Tak nosiBunacb HoBasi yrpo3a: UHTePHET-MOLUEeHHNYeCcTBa UNn (bULINHT,
rnaBHas Lenb KOTOPOro COCTOUT B NONYy4YeHUN KOHnaeHUnanbHbIX
AaHHbIX Nofib30oBaTernien - IOrTMHOB M naposnen. Ha aHrMMnckom s3bike
phishing uutaeTca kak omwmHr (ot fishing - pbiGHas nosns, password -
napornb).

OcHOBHbIe coBeThbl No 6opb6e ¢ hunHrom:

1. Cneaun 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOSA
aHKeTa Oblna B3noMaHa, TO Heo6xoaAMMO 3a0NOKUpPOBaTh €e U
COOOLWNTb aAMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Ucnonb3yun 6e3onacHble BeO-cauTbl, B TOM YUCIe, UHTEPHEeT-
Mara3amHOB U MOUCKOBbIX CUCTEM;

3. Ucnonb3ymn cnoxHblie 1 pa3Hbie naponu. Takum obpa3om, ecnu Tebs
B3JIOMaloT, TO 3JIOYMbILINEHHMUKN NOJly4yaT A4OCTYN TONIbKO K OQHOMY
TBOEeMy npodusnio B CeTnu, a He KO BCEM;

4. Ecnu Te6a B3nomanu, To Heo6xoaAMMO NpeaynpeanTb BCEX CBOUX
3HaKOMbIX, KOTOpbIe Ao00aBneHbl y Tebs1 B ApYy3bsiX, O TOM, YTO TebA
B3/1IOManu U, BO3MOXHO, OT TBOEro MMeHu byaeT pacchinaTtbCsa cnam m
CCbINIKU Ha (pULUMHIrOBbIE€ CanTbl;

5. YcTtaHoBu HagexHbIn naposb (PIN) Ha MOGUNbHLIN TenedoH;
6. OTKnO4YM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBau hannbl n apyrue BIIOXEHUSA B NMCbMax, faxe ecru



OHM NPULLIN OT TBOMX ApYy3en. Jly4lue yTOUHM y HUX, OTNPaBAANUN N1
OHU Tebe 3Tn hannbil.

LUMePOBAS PENYTALMAREe

UndcdpoBasa penyraumsa - 3To HeraTUBHas UNM NO3NTUBHAA UH(popmauuns
B ceTu o Tebe. KomnpomeTtupyrwasa nHcpopmaumsa, pasmMmelleHHas B
MHTEepHeTe, MOXeT Cepbe3HbIM OOpa3oM OTPa3UTLCA Ha TBOeNn
peanbHoun xu3Hu. "UncgpoBas penyraumsa” - 3To TBOM UMUOXK, KOTOPbIN
¢opmupyetca ns uHdopmaumm o Tebe B UHTEpHeTe.

TBOE MeCTOo XUTenbCTBa, y4eobl, TBOe (pHAHCOBOE MNOJI0XeHue,
OCOOEHHOCTU XapaKkTepa U pacckasbl 0 65IU3KUX - BCe 3TO
HaKansMBaeTCcs B CeTU.

MHormne noapoCcTKU NerkOMbICIIEHHO OTHOCATCA K NyOnMKaumum nM4Houn
nHdopmauum B MHTepHeTe, He NOHMMAsi BO3MOXHbIX nocrieacTBUn. Thbl
Aaxe He CMOXellb AoragaTtbCcs 0 TOM, 4To ¢poTorpachus, pasmeLlueHHas
5 neTt Ha3apg, cTana NPUYMHOMN OTKa3a NPUHATb Tebs Ha paboTy.
KommeHTapuu, pasmeleHme TBoux ¢potorpacdmm n gpyrue nemcTeBums
MOryT He UCHYE3HYTb Aaxe Nnocrie Toro, Kak Tbl UX yaanuub. Tbl He
3Haelb, KTO coXpaHun 3Ty MHdopmauuio, nonana siu oHa B NOUCKOBbLIe
CUCTEeMbl U COXpPaHUNaCb NN OHA, a rfMaBHOEe: YTO NoayMaloT o Tebe
OKpyXarlyme noau, KoTopble HaMayT U yBUAAT 310. Hantu
MHdOPMaALIMIO MHOIO JIeT CNYCTA CMOXEeT MO0 - Kak u3 AoopbIx
nobyXaeHnUn, Tak U C HaMepeHMeM NPUYUHUTDL Bpes. ATO MOXeT ObITb
KTO YyrogHo.

OcHOBHbIe coBeThbl NO 3awuTe UMGPOBON penyTauuu:

1. Mogyman, npexage 4em 4TO-TO NyGNuKoBaTb U NepenaBaThb y cebs B
6nore nnmn B counanbHOW CeTH;

2. B HacTpoukax npoduna yctaHOBU OrpaHNMYeHUA Ha NPOCMOTP
TBOEro npoduna n ero coaep>XxmMumoro, caenam ero Tofibko "ans

Apy3en";

3. He pa3smelian n He ykasbiBan UH(hopMaLuio, KOTopas MOXEeT KOro-
nnMbo ocKopONATL UMK OOUXKaTb.

ABTOPCKOE NPABOII

CoBpeMeHHbIe LWKOMbHUKU - aKTUBHbIE Nosib3oBatenu undpoBoro
npocTtpaHcTBa. OgHaKoO Aaneko He BCe 3HaKT, YTO NONib3OBaHMe
MHOIMMU BO3MOXHOCTAMU LucppoBoro mmpa tpebyet cobnrogeHus
npaB Ha UHTeNeKTyanbHY COOCTBEHHOCTb.

TepMUH "MHTenNnNeKTyanbHass COGCTBEHHOCTbL" OTHOCUTCSH K pa3fiu4yHbIM
TBOPEHUAM YerioBe4YeCKoro yma, HaumHasi C HOBbIX U300peTeHUn n
3HaKoB, 0603HavYarLWmUX CO6CTBEHHOCTb Ha NMPOAYKTbI U YCNYIU, U



3aKkaH4YMBas KHUramm, potorpacpmamm, KNHopuribMamMu u
My3blKalbHbIMU MPOU3BeAEHUSAMMN.

ABTOpCKMe npaBa - 3TO NpaBa Ha UHTeNseKTyanbHY COOCTBEHHOCTb
Ha Npou3BeAeHUs HayKn, nuTepatypbl U UCKyccTBa. ABTOPCKMe npaBa
BbICTYNalT B Ka4yecTBe rapaHTUM Toro, 4Tto
MHTEeNNeKTyarbHbIN/TBOPYECKMU TPyA aBTOpa He OyaeT HanpacHbIM,
AacT emMy cnpaBeanBblie BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax
CBOero Tpyaa, nony4YmTb U3BECTHOCTb U NpusHaHue. HukrTo 6e3
pa3pelueHns aBTopa He MOXeT BOCNPOM3BOAUTL €ro npousBeaeHue,
pacnpocTpaHATb, NyONIMYHO AEeMOHCTPUPOBaThL, NpoaaBaThb,
MMNOPTUPOBATL, NyCKaTb B NPOKaT, NyONIM4HO UCNOSHATD,
nokasbiBaTb/MCNOJSIHATb B 3chupe nnu pasmewatb B MHTepHeTe.
Mcnonb3oBaHue "nMpaTcKkoro" nporpamMMHOro ooecne4yeHnss MoxeTt
NPMBECTU K MHOTMM PUCKaM: OT NOTepPU AaHHbIX K TBOMM aKKayHTamM A0
GNOKMPOBKM TBOEro YCTPOUCTBA, rAe yCTaHOBIEeHa HeneranbHas
nporpamma. He ctouT Takxe 3abbiBaTb, YTO CYLLECTBYIOT JierasfibHble U
6ecnnaTHble NporpaMmmMbl, KOTOPblie MOXHO HaUTU B CETU.

O NOPTANE .

CeTeBUYOK.ph - TBOM rnaBHbIN COBETYUK B CETU. 34€Cb Tbl MOXelLlUb
y3HaTb 0 6€30MacHOCTU B CETU NMOHATHbLIM U OOCTYMNHbLIM A3bIKOM, a
NP BO3HUKHOBEHUM KPUTUYECKON CUTYaLUM OOpPaTUTLCA 3a COBETOM.
A TakXe NpPUHATb y4acTve B KOHKypcax U ctaTb caMbiM LU POBbIM
rpaxgaHmMHom!

NMpuHATbLIEe Mepbl NO co34aHUI0 Oe3onacHomn
WHOpMaLUMOHHON CUCTEMDI B

oOpa3oBaTenbHbIX OpraHu3aumax

. B obpasoBaTtenbHble NporpaMmMbl OCHOBHOIO U cpeaHero
oOpa3oBaHUA BHECEHbI BONMPOCbLI o6ecneyeHns mep
UHcpopmMaLMoHHON 6e3onacHOCTU, Npobnem 6Ge3onacHoro
noBefeHusi B cetn UHTepHeT

« YCTaHOBJIEH CTPOrM1N KOHTPOJIb 3a INIEKTPOHHON NOYTON, obecneyveH
NOCTOSIHHbIN KOHTPOJb 3a BXOASALLEN N ucxoasiuen
KoppecnoHaeHUuueun

. Cuncrematunyeckm oOHOBNAOTCA MPOrpaMMHO-TEXHNYECKUNe
cpeacTBa No aHTUBUPYCHOM 3aLLUMUTe KOMMNbIOTEPHOU TEXHUKU B
obpa3oBaTesibHOM y4peXxaeHUu

. [MpoBoguTca nHcpopmaunmoHHoe NnpocBeLleHne y4acTHUKOB
oGpa3oBaTesibHOro npouecca 0 BO3MOXXHOCTU 3aliUTbl AeTen oT
UH¢opMaLum, NpUUYNHSAOLWLEN Bpea UX 340POBbLI0 U pa3BUTUIO

. Ha ocpmumanbHoM canTe WKONbI pa3mMmeltaetTcs MHopmauums no
WHTEepHeT-6e30MacHOCTU, CCbINIKU Ha 3NEeKTPOHHbIe agpeca no
npo6nemam nHchopmaLuMoHHON 6e30nacHOCTU AN BCceX
y4yacTHUKOB obpa3oBaTenibHOro rpouecca




YcTtaHOBMEHbI coOoTBeTCTBYyHOLIMe naposyin Ha nepcoHalribHbie
KOMNbHOTEpPbI

Mcnonb3yloTcs KOHTEHT-(hUnbTpbl A4na dunbTpaumMm CaunToB Mo Ux
coaepXumMmomy

NMpoBoauTca obyvyeHne petem ocHoBamM UH(hOpMaLUOHHOM
6e3onacHOCTU, UH(POPMALMOHHOMN KYNbTypbl

YyacTtue B MexxayHapoaHom [1He 6e3onacHoro MHTepHeTa Ans
y4yawmxca 1-4 knaccos, 5-9 knaccos, 10-11 knaccoB n ux poaurteneun
(2015-2017)

Y4yacTtue Bo Becepoccuimnckom akumm «4ac kogar» (2015-2017)



