NHdopmMaumMoHHans naMaTKa Ansa obyyamowmxcsa ans

pa3MeLleHus Ha omLuManbHbIX MHTEPHET-pecypcax

MucbMmo MnHo6pHayku Poccum ot 14.05.2018 N2 08-1184 O
HanpasneHun nHpopmaummn (MpunoxxeHue NQ 2)

C Ka)kAbIM roaoM MOJI0A4e>X1U B MHTepHeTe CTAaHOBUTCH
6onblue, a WKOJIbHUKU OAHU U3 CaMbIX aKTUBHbIX €ro
nonb3oBaTesien. Mexxay TeM, NTOMUMO OFPOMHOIO
KOJINYEeCTBa BO3MOXXHOCTEN, MHTEPHET HeceT U Npo6nemboil.
3Ta NnaMATKa A0JIHKHA NOMOYb 6e30MacHO HaxXoAUTbCH B CETU.

KoMnblOTEpPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMIMbIOTEPHbIX
nporpamMmM, oTJiIMUNTESIbHOU 0CO6EHHOCTbIO KOTOPOM
AABNIIETCA CNOCO6GHOCTb K pa3MHOXXeHuto. B gononHeHue K
3TOMY, BUPYCbl MOIFyT NOBpeAnUTb WX NOJIHOCTbIO
YHUUTOXXUTb BCe (paisibl U AaHHbIE, MOAKOHTPOJIbHbIE
nosib30BaTes1l0, OT UMEHU KOTOporo 6bis1a 3anyweHa
3apakeHHasn NporpamMMa, a Tak)xe NnoBpeauTb WM gaxe
YHUUTOXXUTb ONepalMoOHHY0 CUCTEMY CO BceMu cpainniamm B
HesioM. B 60/1bLUMHCTBE Cc/lyyaeB pacrpoCTPaHAITCA BUPYCh
yepes MHTepHeT.

MeToAabl 3aLiUTbl OT BPEAOHOCHbIX NpOorpamMmMm:

1. Mcnonb3yn coBpeMEHHbIe onepauuoHHble CUCTEMBDI,
MMerLme cepbe3Hbi YPOBEHb 3alUUTbl OT BP€AOHOCHbIX
nporpamMmm;

2. NocToAAHHO ycTaHaBnMBaun nayTu (LuncppoBblie 3ansaTku, KOTopble
aBTOMaTM4YeCKM YCTaHaABNMBAKTCA C LeNbi 0paboTKM nporpaMmmbl)
Apyrve o6HoOBrNeHNs CBOeU onepaumMoHHON cucTeMbl. CKaunBaum nx
TONbKO ¢ opuumanbHoro canta paspabortumka OC. Ecnu cywecteyeTt
pPeXumM aBTOMaTU4eCKOro oOHOBJIEHUS, BKINOYM €ro;

3. PaboTain Ha cBoeM KOMMNbIOTEpE NoA npaBaMu Nonb3oBaTesis, a He
aAMUHUCTpaTopa. ATO He NO3BOSIUT OONbLUMHCTBY BPeAOHOCHbIX
nporpamMm MHCTaNIMpoBaTbCA Ha TBOEM NepPCOHaNIbHOM KOMMNbIOTEpPE;
4. Uicnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIe NPOAYKTbl U3BECTHbIX
npouvsBoauTesien, C aBToMaTMyeckum obHoBreHnem 6a3s;

5. OrpaHnyb (pU3nM4eckuii 4OCTyN K KOMNbLIOTEPY ANl MOCTOPOHHUX



nuu;

6. Ucnonb3yi BHewWHMe HocuTenu nHopmaLmmn, Takue Kak cprieLuka,
AVNCK unu cann M3 UHTepHeTa, TONIbKO U3 NPOBEpPEeHHbIX UCTOYHUKOB;

7. He oTKpbIBan KOMNbOTEPHbIE hannbl, MONTYyYEeHHbIe U3 HEHAAEXHbIX
MCTOYHUKOB. [laxe Te pannbl, KOTOpPbIe NpUcran TBON 3HAKOMbIW.
Jlyywe yTO4YHM y HEro, oTnpasrisn M OH Tebe ux.

CETU wI-FI

Wi-Fi - 3TO He BuA nepenaYvm AaHHbIX, He TeEXHOJIOrnsA, a BCero Nuulb
OpeHa, mapka. Ewe B 1991 roay HuaepnaHackas KomnaHus
3apeructpupoBana 6peHg "WECA", yto o603Ha4ano cnoBoco4vyetaHune
"Wireless Fidelity", koTopbin nepeBoauTtcs Kak "6ecnpoBoaHas
TOYHOCTbL".

[o Hawero BpeMeHu goluna gpyras abopesunarypa, Kotopasa ABNsieTcsA
TaKoun XXe TexHosornen. 3to abopesunarypa "Wi-Fi". Takoe HazBaHue
ObIyI0 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEeN 3BYKOBOM TeXHUKM Hi-Fi,
YyTO B NnepeBoAe O3Ha4vyaeT "BbICOKaA TOYHOCTbL".

[a, 6becnnaTHbIN MHTEPHET-AOCTYN B Kache, oTensx n asaponoprax
ABNSAETCH OTNNYHON BO3MOXHOCTbIO BbIXOAa B MHTepHeT. Ho MHOrme
3KcnepTbl cUUTaKOT, 4TO obwenoctynHble Wi-Fi ceTn He saiBnsitoTcA
6e3onacHbIMM.

CoBeTbl No 6e3onacHocTU paboTbl B obLwenocTynHbix cetax Wi-fi:

1. He nepepaBaun cBOK NNYHYIO MHOpPMaLMIO Yepe3 obLWeaoCTyNHbIe
Wi-Fi cetun. PaboTtas B HUX, XXenatefnbHO He BBOAUTb Naponu AocTyna,
JIOrMHbI U Kakue-To HOMepa;

2. Ucnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpamMmbl U 6paHamayep.
Tem cambIM Tbl 06e30nacullb cebA OT 3aKayku BUpyca Ha TBoe
YCTPOUCTBO;

3. Mpu ncnonb3sosaHun Wi-Fi otkntoum dyHkumro "O06wmmn goctyn K
¢dannam n npuHtepam”. [laHHas pyHKLUA 3aKpbITa MO YMOJSTYaHUIO,
O[1HaKO HEKOTOopble Nofib3oBaTesNIM aKTUBUPYIOT ee ANA yaobcTea
Mcnosnb3oBaHUs B paboTte unu yyebe;

4. He ucnonb3yn nyonuuHsin WI-Fl ons nepepayn nuyHbIX AaHHbIX,
Hanpumep AN BbiXoAa B coumarnbHble CeTU NN B 3NeKTPOHHYHO
nouTy;

5. Ucnonb3yun TONbKO 3awuweHHoe coeguHeHue vyepes HTTPS, a He
HTTP, T.e. npn Habope BeG-agpeca BBoaou UMeHHO https://;



6. B MoOunbHOM TenedoHe oTkno4un hbyHkumio "MogknroveHmne Kk Wi-Fi
aBToMaTtuyecku". He gonyckam aBTomMaTtn4ecKoro noaKknoyYeHus
yctpouctBa Kk cetam Wi-Fi 6e3 TBoero cornacus.

COUMANBLHbIE CETY I

CoumnanbHble CeTn aKkTUBHO BXOAAT B Hally XXU3Hb, MHOrue noau
pabdoTaloT U XKUBYT TaM NOCTOSIHHO, a B Facebook yxe
3aperMcTpupoBaH MUNNMapa YenoBek, YTo ABJIAeTCAA OAHOU ceAbMOU
BCeX XuTteneun nnaHetbl. MHOrue nonb3oBartesniu He NOHUMAIOT, YTO
MHdopmMauusa, pasmMmeLleHHas UMM B coluMaribHbIX CeTAX, MOXeT ObITb
HaugeHa U Ucnofib3oBaHa KeM yrogHo, B TOM Yucrie He o6s3aTenbHO C
GnarmMmm HamepeHuUsIMK.

OcCHOBHbIe coBeTbl N0 6€30MacHOCTU B coUMaribHbIX CeTAX:

1. OrpaHnyb cnMcok apy3en. Y Tebs B ApYy3bAX He AOSMKHO ObITb
CnyYaMHbIX U HE3HAKOMBbIX FloAeMn;

2. 3awumian CBOK YaCTHYIO XU3Hb. He yka3sbiBan naponu, TenedoHbl,
agpeca, gaTy TBOEro poXxaeHus u Apyryro findHyro nHdopmaumio.
3NOYMbILWNEHHUKN MOTYT NUCNOMNb30BaThb AaXe UH(hopMauunio O TOM, Kak
Thbl U TBOU pOAUTENU NNAaHUpPyeTe NPOBECTU KAaHUKYNbI;

3. 3awumiwan cBOK penyTauuio - 4epXxun ee B YUCTOTE U 3agaBaun cebe
BOMPOC: XoTen Obl Thbl, YTOObLI Apyrve Nonb3oBaTenu BUAesnun, YTo Thbl
3arpyxaewb? lNoayman, npexae 4emMm 4YTo-TO ONyo6nMKoBaTb, HaNUcaTb
W 3arpy3uTb;

4. Ecnu Tbl rOBOpULLb C NOALMMU, KOTOPbIX He 3Haelb, He UCMOoNb3yW
CBoOe peanbHOe UMS U APYrylo NIMYHYIO MH(opMaLUn: UMS, MeCTO
XUTeNbCTBa, MECTO y4ebbl U npoyee;

5. N36eram pasmeweHus dotorpacdhun B UHTEpHETE, rae Tl N3006paxkeH
Ha MEeCTHOCTU, NO KOTOPOWU MOXXHO onpeaeriuTb TBOE MEeCTOMNOJIOXKEHME;

6. Mpwu pernctpaunn B counanbHOU CeTU He0O6XoaMMO UCNosib30BaTb
CIOXHble Nnaponu, cocrosLwme u3 6yks u Lucp U ¢ KONNYEeCTBOM
3HaKOB He MeHee 8;

7. na counanbHOM CeTU, NOYTbI U APYrMX CauToB HeOoO6XxoaAuMo
Mcnonb30BaThb pa3Hble naponu. Toraa ecnu Te6s B3fIOMaloT, TO
3M10yMbILUNIEHHUKU NoJly4yaT JOCTYN TOSNIbKO K OAHOMY MecCTy, a He BO
BCe cpas3y.



QNEKTPOHHbLIE AEHBbME

ANEeKTPOHHbIE AEeHbIN - 3TO O4YeHb YAOOHbIN CNOCOO nyaTexen, OAHAKO
CYLLUEeCTBYHOT MOLUEHHUKHN, KOTOPbIe XOTAT NOSTYYUTb 3TU OAEHbIN.
ANEeKTPOHHbIE AeHbIM NOABUIIUCb COBCEM HEAABHO U UMEHHO U3-3a
3TOro BO MHOIMX rocygapcrBax Ao CUX MOP He NPOMNMUCaHO NMPO HUX B
3aKOHax.

B Poccuu xxe oHN (pyHKLUMOHUPYIOT U O HUX YXKe NMPONncaHo B 3aKOHe,
rae ux pasaensioT Ha HECKOJNbKO BUAOB - aHOHUMHbBbIE U He
aHOHMMHBbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
pa3peluaeTca NpoBoAUTb onepauuun 6e3 naeHTudukaumm
nonb3oBaTens, a B HeAHOHUMHbIX uaeHTUnKaumsa nonb3oBaTens
fAABNsieTcAa ob6s3aTesribHOM.

Takxxe cnegyeT pa3nuyatb 3NEeKTPOHHbIe (pMaTHbIe AeHbru (paBHbI
rocyfapCcTBeHHbIM BasiloTaM) U 35f1eKTPOHHbIe HedhnaTHble AeHbrn (He
paBHbI rocyfapCcTBEeHHbIM BasitoTam).

OcHOBHbIe coBeThbl Mo 6e3onacHon paboTe C INEeKTPOHHbLIMU
AeHbramm:

1. NMpuUBSAXKU K cHETY MOOUNBLHBLIN Tene(OoH. ATO caMbiN YAOOHBLIN U
ObICTPbLIN CNOCOO BOCCTAaHOBUTbL AOCTYN K cyeTy. MpuBA3aHHbIN
TenecgoH NoOMoXeT, ecnu 3abyaelwb CBOM NMaTeXHbIW Naponb Unu
3aMaewb Ha CaUT C HE3HAKOMOro YCTPOMUCTBA;

2. Ucnonb3yn ogHopa3oBble naponu. Nocne nepexoaa Ha YCUNEHHYHO
aBTOopu3aumio Tebe yxxe He byaeT yrpoxaTb ONAaCHOCTb KPaXu Unu
nepexsarta NyiaTeXXHoro napons;

3. Bbi6epu cnoxHbin naponb. lNpectynHMkam 6yaeT He NpoCcTo yragathb
CIOXHbIN Naponb. HagexHble naponu - 3To Nnaponu, Kotopble
coaepXaTt He MeHee 8 3HaKOB U BKITHOYAKT B ce6A CTPOUHbIE U
NpPonuUcHbIe OyKBbI, UN(pPbl U HECKOSIbKO CUMBOJSIOB, TaKMe Kak 3HakK
aonnapa, ¢pyHTa, BocknuuartenbHbIW 3HaK U T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOU NNYHbIE AaHHbIEe HA cCaUTax, KOTOPbIM He
AoBepseLlb.

QNEKTPOHHASA NOYTAR

ANEeKTPOHHas Nno4Ta - 3TO TeXHONOrnsa 1 npegocTaBnsieMble e YyCrnyru
Nno nepecbiyike U NONYYEHUIO ANTIEKTPOHHbIX COOOLEHNI, KOTOpPbIe
pacnpenensoTca B KOMNbIOTEePHOU ceTU. OObIYHO 3NIEKTPOHHbIN
NOYTOBbIN ALWMUK BbIFNAAUT crieayrowmm oopasom:
UMSA_nonb3oBaTena@ums_aomeHa. Takke Kpome nepenaym npocroro
TeKCcTa, UMeeTCHA BO3MOXHOCTb nepeaaBaTb hannbl.



OcHOBHbIe coBeThbl Mo 6e3onacHon paboTe ¢ 3NIEeKTPOHHOW NOYTOMN:

1. Hago BbIOpaTh NpaBUNbHbLIX NOYTOBLIU cepBUC. B MHTepHeTe ecTb
OrpoOMHbIN BbIOOP OecnnaTHbIX NOYTOBbLIX CEPBUCOB, O4HAKO Nyulle
AOBEPATb TeM, KOro 3Haellb U KTO NepBbIi B PeUTUHrE;

2. He yka3sbiBa B IMMHOM No4Te NUYHyI0 nHhopmaumro. Hanpumep,
nydwe BbIOpaTb "My3blKanbHbIV_thaHaT@" unu "pok2013" BmecTo
"rtemal3";

3. Ucnonb3yn ABYX3TanHy aBTOpU3aumio. ATO Korga NoMMMO napons
HY>XHO BBOAUTb KoA, npucbifiaeMbin no SMS;

4. BbiGepu CnoXHbIA Naposnb. [5s KaXXAoro NnoYToBOro filuka AOKeH
ObITb CBOW HafleXXHbIN, YCTONUYUBBLIN K B3JIOMY Naposib;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb caMoMy CBOM JIMYHbIA BOMPOC,
MCNOSb3yn 3TY BO3MOXHOCTb;

6. Ucnonb3yn HECKONbKO MNOYTOBLIX AWMKOB. NepBbIN ANA YacTHOMU
nepenuckn ¢ agpecatamMu, KOTOPbIM Tbl A0Bepsiellb. ATO SIEKTPOHHbIN
agpec He Hago Ucnonb3oBaTh NPU perucTpauumn Ha hopymax u canuTtax;

7. He oTKkpbiBan c¢hannbl n apyrmve BIfIOXKeHUA B NUCbMax, Aaxe ecnu
OHU NPULLNN OT TBOUX ApYy3en. Jlydlle yTOUYHMU Y HUX, OTNIPaBANN Nun
OHU Tebe 3Tu dhannsbl;

8. Nocne okoHYaHUA paboTbl HA NOYTOBOM CepBuCe nepepn 3aKpbITUEM
BKITagKu C CauToM He 3abyab HaxaTb Ha "Bbintu".

KUBEPBYJIIIUHI UTIU BUPTYAJIbHOE
U3OEBATEJNIbCTBO

KubepOynnuHr - npecnegoBaHue cooOLWEHUAMU, coaepKalmmm
OCKOpOneHus, arpeccuio, 3anyrmBaHme; XynuraHcTBo; coumarnbHoe
GoMKoTMpPOBaHME C NOMOLbLIO Pa3fIMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHbIe coBeThbl MO 60pbL6e ¢ KNGepOyNINHIoM:

1. He 6pocancsa B 6ou. Jly4ywnimn cnocob: nocoBeToBaTbLCS KakK ceods
BECTU U, €CIIN HeT TOro, K KOMy MOXXHO OGpaTUTLCA, TO BHavane
ycnokontbcA. Ecnu Tbl Ha4YHeWwb OTBeYaTb OCKOPOIeHUAMM Ha
OCKOpPO6SIeHUsA, TO TOSNbKO ele 6onblue pa3oxkKellb KOH(PIIUKT;



2. YnpaBnsiu cBoen Kubeppenyrauuemn;

3. AHOHMMHOCTb B C€TU MHUMas. CyIJ.I,eCTBy}OT CNocoObl BbIACHUTD,
KTO CTOUT 3a aHOHUMHbIM aKKayHTOM;

4. He cTonT BeCcTn XyniuraHCKMn obpas BUpPTyanbHOWN XKU3HU. UHTepHeT
c¢hmkcupyeT BCce TBOM AENCTBUSA U COXpaHAeT ux. Yaanutb ux oyaer
KpanHe 3aTPyAHUTENbHO;

5. Cobnrogan cBoO BMPTYaribHYH 4eCTb CMoOnoay;

6. UrHopupyn eauHn4HbIN HeratuB. OgHOpa3oBbLIe OCKOPOUTENbHbIE
coobLweHuns ny4vwe urHopmpoBatb. OOGbIYHO arpeccusi npekpawjaeTcs
Ha HaYanbHOM CTaauM;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMMU
COOOLWEeHNAMN, B COLMaNbHbIX CETAX €CTb BO3MOXXHOCTb GJTIOKUPOBKMU
OTNpaBKKN COOOLEHNIN C onpeaeneHHbIX aapecoB;

8. Ecnu Tbl cBugeTenb kn6epobynnuHra. TBom AenNcTBUA: BbICTYNMUTb
NPOTUB NpecrnenoBaTens, NokasaTb €My, YTO ero AenucTBus
OLIeHUBaKTCA HeraTUBHO, NoOAAEPXKaTb XXEPTBY, KOTOPOU HYXHa
ncuxosiormnyeckas NnoMolLlb, COOOLWMUTL B3pocnbIiM O (hakTe
arpeccuBHOro NoBeAeHUsi B CETH.

MOBUIbHBIV TENEOOH

CoBpeMeHHble cMapTdOHbI U NNaHWeTbl coaepXxat B cebe BNOMHe
B3pOCnbIi (hyHKLMOHAM, N Tenepb OHU MOryT KOHKypupoBaTb CO
CTauuMoOHapHbIMU KOMNbloTepamMu. OgHaKko, cpeacTB 3aUTbl ANA
NoAoOHbLIX YCTPOUCTB MNOKa o4eHb Mano. TectupoBaHue U NOUCK
YA3BUMOCTEN B HUX NPOMCXOAUT He TaK UHTEHCUBHO, Kak ana MK, To xe
camoe KacaeTcs U MOOUNbHbIX MPUSIOXKEeHUMN.

CoBpeMeHHble MOOUNbHBbIE Opay3epbl yXKe NPaKTUYeCKU AOrHanum
HacTosNbHbIe aHanoru, of4HaKko pacwmpeHue chbyHKUMOHanNa BneYveT 3a
coboun 6onbLUY CNOXHOCTb U MEHbLUYIO 3aLUMLEHHOCTb.

[aneko He BCe NpOM3BOAUTENM BbINyCKalOT OOHOBNEHUS,
3aKpbiBaKoLWne KpUTU4YEeCKue ya3BMMOCTU AJ1 CBOUX YCTPOMUCTB.

OcHoOBHbIe coBeTbl A 6e3onacHOCTU MobunbHoro tenecoHa:
Hudyero He ssBnseTcAa no-HacToswemy 6ecnnaTtHbIM. Byab
OCTOpPOXEH, BeAb Koraa tebe npeanaraloT 6ecnnaTtHbIM KOHTEHT, B
HEeM MOrYT ObITb CKPbITbl KAKMe-TO NNaTHbIe YCIyru;



Oyman, npexpe yem otnpaButb SMS, doto unu Bnaeo. Tbl TOYHO
3Haewb, rae oOHU 6yayT B KOHEYHOM utore?

Heobxoanmo oOHOBNATL onepauuoHHYK CUCTEMY TBOEro
cmapTdgoHa;

Mcnonb3yn aHTUBUPYCHBbIE NpOorpamMmbl ANA MOOGUINBbHbIX
TenedoHOB;

He 3arpyxai npunoxeHusi oT HEU3BECTHOro UCTOUYHMKA, Belb OHU
MOTYT coAepXaTb BpegoOHOCHOe NMporpaMMHoe obecrneveHue;

Mocne ToOro Kak Tbl BbiigelWb C CanuTa, rae BBOAUS NIMYHYIO
uHcopmauuio, 3anam B HaCTPOMKK Gpay3epa 1 yaanu cookies;

Mepuoaunyecku I'IpOBepﬂﬁ, KakKue nrnaTtHble yCyru aktTuBupoBaHbl
Ha TBoOeM HOMepe,

daBan cBon HoMep MOOUNBLHOro TenedoHa TONbLKO NAAM,
KOTOpPbIX Thbl 3Haellb U KOMY JOBepsiellb;

. Bluetooth gonxeH ObITb BbIKO4YEH, KOrga Tbl UM He NoJib3yeLlbCA.
He 3abbiBan nHorga npoBepsTb 3TO.

ONLINE 1rPbI

CoBpeMeHHbIe OHNanH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLme
pa3BrieyeHus, o6 beANHAKOLWMNE COTHU ThICAY YeNnoBeK Mo BCEMY MUPY.
Urpoku uccnenyroT AaHHbIA UM MUP, OOLLAIOTCA APYr C APYrOM,
BbIMOJSTHAIOT 3af4aHUA, CpaXxarTCA C MOHCTPaMU U Nony4aroT onbIT. 3a
YAOBOJSILCTBME OHU NNATAT: NOKYNarT AUCK, ONJla4yuBalOT abOHEeMeHT
WUy NpuoodpeTaroT Kakue-To onuun.

Bce 3TK cpeacTBa uayT Ha noaaepXaHue U pasBuTUe Urpbl, a Takke Ha
camy 6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aLIUMK,
BbIMYCKalOTCA HOBble naTtyu (UundpoBblie 3annaTku Ana nporpamm),
3aKpbIBalOTCH YA3BUMOCTU CEPBEPOB.

B noao6HbIX urpax cCTout onacaTtbCAl He CTONIbKO CBOMX COMNEPHUKOB,
CKOJbKO KpaXXu TBOEro rnaporsis, Ha KoTOpoM OCHOBaHa cucrtema
aBTopu3auum 6onbLUMHCTBA Urp.

OCHOBHbIe coBeTbl N0 6€30MacHOCTU TBOEro UrpoBoOro akKkayHTta:

1. Ecnn gpyron nrpok BegeT cedbs nnoxo unu cospaet tede
HEeNpPUATHOCTU, 3a0JNTOKUPYN ero B CNUCKEe UFPOKOB;



2. NMoxanynca agMUHUCTPATOpPaM Urpbl Ha NJI0OXoe NoBeAeHUe 3Toro
UrPoKa, XenaTtenbHO NPUJSIOXKNTb Kakue-To foKa3aTenbCTBa B BUAe
CKPUHOB;

3. He ykasbiBan nu4yHyro nHcopmauuio B npocpanne nrpbl;
4. YBaxaun Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeodpmumanbHble NaTyn U MoAbl;

6. Ucnonb3yn crnoXxHble U pa3Hble Naponu;

7. Daxe BO BpeMsi Urpbl He CTOUT OTKNOYaTb aHTUBMpYC. [oka Tbl
urpaelub, TBOM KOMNbLIOTEP MOTYT 3apa3vuThb.

OGULLUHI U KPAXA NUYHbLIX OEHEM e

OOGbIYHOM KpaXen AeHer U AOKYMEHTOB CerogHs y>Ke HUKOro He
yANBULb, HO C Pa3BUTUEM MHTEPHET-TEXHONOIMMN 351I0YMbILLSIEHHUKN
nepeMecTUsIUCb B MHTEPHET, U NPOAOKAKT 3aHUMATbCA "NOOUMbIM"
aernom.

Tak nosiBUnacb HoBasi yrpo3a: UHTepPHEeT-MOLUEeHHNYeCcTBa UNn (bULNHT,
rnaBHas Lesflb KOTOPOro COCTOUT B NOJTy4eHUU KOHdMaeHUUanbHbIX
AaHHbIX NoJfib3oBaTeneun - IOrMHOB U Naporien. Ha aHrMMNCKoMm A3bike
phishing uutaeTca kak comwumHr (ot fishing - pbiGHas nosns, password -
naposnb).

OcHOBHbIe coBeTbl No 6opb6e ¢ huwmnHrom:

1. Cneaun 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOSA
aHKeTa Oblna B3noMaHa, TO Heo6xoaAMMO 3a0NoOKUpoBaTh ee n
COO0OLWNTb aAMUHMUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Ucnonb3yun 6e3onacHble Be6-CauTbl, B TOM YUCIe, UHTEePHeT-
Mara3smHOB U MOUCKOBbIX CUCTEM;

3. Acnonb3yun cnoxHblie 1 pa3Hble naponu. Takum obpasom, ecnu Teds
B3/1IOMaloT, TO 35I0YMbILUNEHHUKU Nosly4aT JOCTYN TOJNIbKO K OQHOMY
TBOEeMy npodusnio B CeTnu, a He KO BCEM;

4. Ecnn Teb65a B3nomanu, To Heo6xoaMmMo npeaynpeanTb BCeX CBOUX
3HaKOMbIX, KOTOpble Ao00aBneHbl y Tebs1 B ApYy3bsX, O TOM, YTO TebA
B3rioManu n, BO3MOXHO, OT TBOEro MMeHu 6yaeT paccbiniatbCsa cnam 1
CCbIJIKM Ha (PULLUMHIOBbIE€ CaUTbl;



5. YcTtaHoBM HagexHbIn naporsb (PIN) Ha MOGUNbHLIN TenedoH;
6. OTknNouYM coxpaHeHue naponsi B 6pay3sepe;

7. He oTkpbiBau thannbl 1 gpyrue BIIOXeHUA B NUCbMax, faxe ecnum
OHU NPULLNN OT TBOUX ApYy3en. Jlydlie yTOYHMU Y HUX, OTNPaBAANN Nun
OHU Tebe 3Tu hannbl.

LUMePOBAS PENYTALMARe

UndcdpoBasa penyraumsa - 3To HeraTUBHas UNM NO3NTUBHAA UH(popmMmauuns
B ceTu o Tebe. Komnpometupyrwasa nHcpopmaumsa, pasmMmelleHHas B
MHTEepHeTe, MOXeT Cepbe3HbIM OOpa3oM OTPa3UTLCA Ha TBOeNn
peanbHoun xu3Hu. "UncgpoBas penyraumsa” - 3To TBOM UMUOXK, KOTOPbIN
¢opmupyetca ns uHpopmauum o Tebe B MHTEpPHeTE.

TBOE MeCTO XUTenbCTBa, y4eobl, TBOe (hpHAHCOBOE NOJI0XeHue,
OCOOEHHOCTU XapaKkTepa U pacckasbl 0 OJIU3KUX - BCe 3TO
HaKansMBaeTCcs B CEeTU.

MHorve noapoCTKM NErkOMbICNIEHHO OTHOCATCA K NyOnukauum sinduHoOu
nHdopmauum B MHTepHeTe, He NOHUMAst BO3MOXHbIX NocrieacTBUn. Thbl
Aaxe He CMOXellb AoragaTtbCcs 0 TOM, 4To ¢poTorpachus, pasmeLlueHHas
5 neTt Ha3apg, cTana NPUYMHOMN OTKa3a NPUHATb Tebs Ha paboTy.
KommeHTapumn, pasmelwieHmne tBomx chotorpacdmm n gpyrme oencreBus
MOryT He UCHYE3HYTb AaXe Nocrie Toro, Kak Tbl X yaanuub. Tbl He
3Haelb, KTO coxXpaHun 3Ty MHdopmauuio, nonana siu oHa B NOUCKOBbLIE
CUCTEMbI U COXpaHUIach Ffiu OHa, a rMaBHoOe: YTO NoAyMaloT O Tebe
OKpyXamwlLiue noau, KoTopblie HanayT U yBuaaT ato. Hantu
MHOpMaLIMIO MHOIO J1IeT CNYCTA CMOXeT NOoMn - Kak U3 AoopbIx
nobyXaeHnMn, Tak U C HAaMepeHMeM NPUYUHUTDL Bpes. ATO MOXeT ObITb
KTO YyrogHo.

OcHOBHbIe coBeThbl NO 3awWuTe UM POBON penyTauuu:

1. Moayman, npexae 4em 4TO-TO NyOGNUKOBaThL U NepeaaBaTb Yy ceds B
Gnore unun B counanbHOM CeTH;

2. B HacTpoukax npoduna yctaHOBU OrpaHMYeHUs Ha NPOCMOTP
TBOEro npoduna n ero coaep>XxMmoro, caenam ero Tofibko "ans

Apy3en";

3. He pa3smelian n He ykasbiBan UH(hopMaLuIo, KOTopas MOXET KOro-
nnMbo ocKoOpONATL UMK OOUXKaThb.

ABTOPCKOE NPABOI



CoBpeMeHHbIe WKOMbHUKU - aKTUBHbIE Nofib3oBaTtenu umdpoBoro
npocTtpaHcTBa. OgHaKo Aaneko He BCe 3HalOT, YTO NONib30OBaHMe
MHOIMMMN BO3MOXHOCTAAMU LUpoBOro mmpa Tpedyet cobnrogeHus
npaB Ha UHTeSNIeKTyanbHY COOCTBEHHOCTb.

TepMuUH "MHTEeNNeKTyanbHaa COGCTBEHHOCTL" OTHOCUTCSH K Pa3fNIMYHbIM
TBOPEHUAM YesiloBe4eCKoro yma, HaumHasi C HOBbIX U300peTeHN U
3HaKoB, 0603HavYarLWmUX CO6CTBEHHOCTb Ha NMPOAYKTbI U YCNYIU, U
3aKkaH4YMBas KHUramm, cpotorpacpmamm, KNHopuibMamMu 1
My3blKalfibHbIMU NPON3BEeACHUSMMU.

ABTOpCKMe npaBa - 3TO NpaBa Ha UHTeNJeKTyanbHY COOCTBEHHOCTb
Ha Npou3sBeAeHUs HayKn, nutepatypbl U UCKyccTBa. ABTOPCKMe npaBa
BbICTYNalOT B Ka4YeCcTBe rapaHTUn Toro, Yto
MHTEeNNeKTyaNnbHbIN/TBOPYECKUU TPyA aBTOpa He OyAeT HanpacHbIM,
AacT eMy cnpaBeanBblie BO3MOXHOCTU 3apabdboTaTb Ha pe3ynbTaTax
cBoero Tpyaa, nofny4YumTb U3BECTHOCTb U Npu3HaHue. HuKkTo 6e3
paspelweHns aBTopa He MOXeT BOCNPOU3BOAUTb €ro npousseaeHue,
pacnpocTpaHATb, NyONIMYHO AEeMOHCTPUPOBaTh, NpoaaBaThb,
MMNOPTUPOBATb, MyCKaTb B NPOKaT, NyGrIM4HO UCMNOSTHATD,
nokasblBaTb/MCNONMHATbL B acdhmupe nnu pasmewiatb B UHTEepHeTe.
Mcnonb3oBaHue "nupaTcKkoro" nporpamMMHOro obecneyeHus MoxeTt
NPUBECTU K MHOIMMM pPUCKaM: OT NOTEpPU AaHHbIX K TBOMM aKKayHTaMm A0
GNOKMPOBKM TBOEro YCTPOUCTBA, rAe yCTaHOBIEeHa HeneranbHas
nporpamma. He cTouT Takxe 3abbiBaTb, YTO CYLLECTBYIOT fierasfibHble U
GecnnaTHble NporpaMmmMbl, KOTOPblie MOXHO HaUTU B CETU.

O NOPTANE .

CeTeBUYOK.ph - TBOM rNaBHbIN COBETUYUK B CeTU. 34eCb Thbl MOXeLlUb
y3HaTb O 6€30MNacHOCTU B CETU NOHATHbLIM U AOCTYNHbIM A3bIKOM, a
NnpyY BO3HUKHOBEHUWN KPUTUYECKOMN CUTyaLum oopaTtUTbLCA 3a COBETOM.
A TaKXe NpUHATb y4yacTve B KOHKypcax U ctaTb caMbiM LU POBbIM
rpaxxgaHmMHom!

NMpuHATLIE Mepbl NO co34aHMI0 be3onacHoun
WHOpPMaLUNOHHON CUCTEMDI B

oOpa3oBaTenbHbIX OpraHu3aumax

. B obGpa3soBartenbHble NporpamMmMbl OCHOBHOIO U CpeaHero
oOGpa3oBaHUA BHeCeHbl BONPOCbl o6ecnevyeHnst mep
UHcpopMaLuoOHHON 6e3onacHOCTU, Npobnem 6Ge3onacHoro
noBegeHus B cetn UHTepHeT

« YCTaHOBIJIEH CTPOrMn KOHTPOJSIb 3a 3NIEKTPOHHOMU NoyTon, obecneyeH
NOCTOSAHHbIN KOHTPOJb 3a BXOASALLEN N ucxoasiuemn
KoppecnoHaeHumen

. Cucrematuyecku oOHOBNAKTCA NPOrpaMMHO-TEXHUYECKUE
cpencTBa NoO aHTUBUPYCHOM 3alumUTe KOMMbOTEPHON TEXHUKU B
obpa3oBaTesibHOM y4YpexaeHuu




MpoBoauTtca nHcpopmaumoHHoe npocBeLleHne y4acTHUKOB
obpasoBaTenbHOro npouecca 0 BO3MOXHOCTHU 3alUTbl AeTeU OT
MHcopMaLuun, NPUUYINHSAIOLWLEN Bpea UX 340pOBbLI0 U pa3BUTUIO

Ha odpmumanbHoOM canTe wWKonbl pa3mMmelwiaetrcs MHpopmauumsa no
WHTEepPHeT-06e30MacHOCTN, CCbINIKU Ha 3NeKTPOHHbIe agpeca no
npo6nemam nHcpopmaLmoHHON 6e3onacHOCTM ANsl BCeX
y4acTHUKOB ob6pa3oBaTenibHOro rpouecca

YcTtaHoOBJeHbl COOTBETCTBYHOLLME Naposiv Ha NepCcoHanbHble
KOMNbIOTEPDbI

Mcnonb3yloTcs KOHTEHT-(hnbTpbl A4na dhunbTpaumMm CaunToB Mo Ux
coaepXumomy

NMpoBoauTca obyvyeHne getem ocHoBaM MHOpPMaLUMOHHOMN
6e3onacHOCTU, UH(POPMALMOHHOMN KYNbTYpbl

YvyacTtue B MexxayHapoaHom [1He 6e3onacHoro UHTepHeTa ans
y4yawmxca 1-4 knaccos, 5-9 knaccos, 10-11 knaccoB n nx poaurteneun
(2015-2017)

Y4yacTtue Bo Becepoccuimnckom akumm «4ac kogar» (2015-2017)



